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What Free Software can do for you!

 Accessing hard drives/partitions

 Detect deleted files

 Repair broken partition tables



Accessing a Hard Drive

 Mount command
 Perform as ‘root’

 Again, everything in Linux is a file
 Hard drives are located off of the /dev directory

 hda is used for an IDE hard drive
 sda would be used for a SCSI drive.

 hda1 would be the first partition on the first drive
 hdb4 would be the fourth partition on the second drive



Accessing a Hard Drive

 How do you tell what drives are accessible?

 Use the fdisk command
 fdisk –l
 Lists the accessible drives on the system

 This includes IDE, SCSI, USB, SAN, and many more
types of storage.



fdisk



So you have a bad MBR

 What happens when someone overwrites
their MBR?

 Typically, you have to reinstall everything to
get a usable system right?

 Lets take a look at gpart!



gpart

 This program examines the hard drive to
‘Guess the Partition layout’

 Run the program to see what it concludes:
 Ex: gpart /dev/hda

 If its results look good add the ‘-W’ flag to
write the changes to the hard drive.





How to Mount a Hard Drive

 Example:
 mount <item to mount> <mount point>

 To mount read-only:
 mount –o ro /dev/hda1 /mnt/harddrive

 What if you have an image of a drive?
 mount –o loop image.dd /mnt/harddrive



Neat Trick

 You can mount more than one item to the
same location

 What does this mean?

 Run the ‘mount’ command with no
parameters to see what is mounted on the
system!



Hiding in Plain Sight



Acquiring an Image

 Most common Unix application for imaging
is dd

 dd’s only purpose is to read and write bits

 Can image from partition to another; one
disk to another; even from one computer to
another



DD continued

 Usage:
 dd if=<target> of=<target> [additional options]

 if stands for Input File, i.e., What is the source?

 of stands for Output File, i.e., What is the
destination?

 Additional options...



DD Example



The Network Swiss Army Knife

 Netcat is a truly versatile utility

 Functions similarly to dd

 Say you want to acquire a hard drive image
but all you have is a network connection

 Simple!



Netcat

 Make their computer a client
dd if=/dev/hda | nc 10.0.0.1 11 –w 3

 Make your computer a server
nc –l –p 11 | dd of=/acquired.image.dd

 Presto!



Reminder: Hashing

 Don’t forget to always hash
 Make sure to hash the source and destination!

 md5 is the norm, but sha1 or even sha256 should
be used

 You can even use nc!
md5sum /dev/hda | nc 10.0.0.1 11 –w 3



Recovering Deleted files

 Sleuthkit is a tool framework for analyzing
and recovering data

 Comprised of many small utilities that each
accomplish one task



Sleuthkit

 Some of the programs
 fsstat
 fls
 ils
 icat
 etc...



Fsstat

 fsstat is used to analyze an image
 This tells you the:

 Filesystem type
 Filesystem layout
 Volume ID
 Volume serial number



fsstat





fls

 Analyzes an image to report information
about file
 Allows easy identification of files in unallocated

space

 Use the ‘-d’ flag to show deleted files



fls



ils
 This tool is used to list inode numbers

 What is an inode?
 Keeps track of file types
 Permissions
 Number of links
 Owner and group
 Size of the file
 When it was last modified



 ils example



icat

 icat copies the specified inode from specified
source

 So with the information given from ils you
can extract the deleted file



icat example



Autopsy

 A graphical front end for using the Sleuthkit
tools.

 Quite like using FTK or Encase, except
where they differ.









Knoppix

 Linux boot CD

 Very useful for
 repairing
 recovery
 acquisition



Boot Parameters

 What are boot parameters

 Why are they useful
 Lots of different configurations
 Customization may be needed



Boot Parameters

 Common parameters for knoppix
 Boot to cli: “knoppix 2”
 Enable DMA “knoppix dma”
 Disable ACPI “knoppix noacpi”
 Disable DDC detection “knoppix skipddc”



Thank you for your time.

Questions? Comments?

Feel free to ask!


